Seibel, Jessica K.

From: -info-Attorney General

Sent: Thursday, May 2, 2019 8:35 AM

To: -Info-Consumer Protection

Subject: FW: Written Notification of Data Breach
Attachments: Notification.pdf

From: Scott.Jones@lw.com <Scott.Jones@iw.com>
Sent: Thursday, May 2, 2019 8:29 AM

To: -info-Attorney General <ndag@nd.gov>
Subject: Written Notification of Data Breach

~ CAUTION: This email originated from an outside source. Do not click links or open attachments unless you know they
are safe.

Dear Attorney General Stenehjem,

Pursuant to N.D. Code 51-30-02, | am writing on behalf of our client, TV Time, to provide written notification that the
attached data breach notification has been delivered to potentially in excess of 250 North Dakota residents. Notification
has been provided by email because TV Time does not have the mailing addresses of the notified individuals.

As described in the notification, in late February 2019, an unknown individual gained access to the user database
maintained by TV Time and attempted to download information about TV Time users from a copy of that

database. Following discovery of the incident on March 5, TV Time engaged through counsel a third party security firm
to assist in the investigation of the incident and further secure TV Time’s systems.

The investigation was ultimately unable to determine specifically what user information the unknown individual was
able to download. However, the investigation confirmed that the database from which user information was
downloaded contained no data types that qualify as personal information under N.D. Code 51-30-01, except the date of
birth information provided by some TV Time users.

Accordingly, for users for whom the TV Time database included such date of birth information, notification has been
provided if TV Time has been able to ascertain that the user has any connection to the state of North Dakota (i.e. based
on IP address or other user-provided location information).

Please do not hesitate to contact me at scott.jones@Ilw.com or (202) 637-3316 if you have any further questions
regarding this matter.

Sincerely,
Scott Jones

Scott C. Jones

LATHAM & WATKINS LLP

555 Eleventh Street, NW

Suite 1000 ‘

Washington, D.C. 20004-1304

Direct Dial: +1.202.637.3316 i%.f}ﬁ-g»% };f}



Fax: +1.202.637.2201
Email: scott.jones@lw.com
http://www.lw.com

This email may contain material that is confidential, privileged and/or attorney work product for the sole use of
the intended recipient. Any review, disclosure, reliance or distribution by others or forwarding without express
permission is strictly prohibited. If you are not the intended recipient, please contact the sender and delete all
copies including any attachments.

Latham & Watkins LLP or any of its affiliates may monitor electronic communications sent or received by our
networks in order to protect our business and verify compliance with our policies and relevant legal
requirements. Any personal information contained or referred to within this electronic communication will be
processed in accordance with the firm's privacy notices and Global Privacy Standards available at www.Iw.com.
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